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Abstract— Cryptography currently acting a decisive function in the era where millions of people are connected to the internet
and exchanging valuable and perceptive information. It is imperative for companies, banks, government departments and any
other institution not only to build a secure correlation over the ever-expanding networks but also not to slow down their system
throughput by the performance of these safekeeping explanations. Confidentiality, data integrity, validation and non-disclaimer
are put into practiced using cryptographic algorithms.
INTRODUCTION
Cryptography is a physical progression that scuttles
information by postponement and substitution of content
making it unreadable to anyone except the person proficient
of unscrambling it.Cryptography is an art of thrashing
information.The information could be entreated by the
unauthorized users for malevolentprinciple. Therefore, it is
compulsory to apply valuable encryption method to augment
data security.The cryptography, means protecting
information. The cryptography is the method that allow
information to be sent in a secure from in such a way that
the only receiver able to retrieve this information, not other
people.presently continuous research on the new
cryptography algorithms are going on, it is very difficult to
find out the specific algorithm. Because we have already
known that they must consider many factors like.
APPLICATIONS OF CRYPTOGRAPHY
Cryptographic algorithms are widely being used to solve
problems belonging to data confidentiality, data integrity,
data secrecy and authentication and various other domains.
It uses various cryptographic algorithms as mentioned above
as per requirement of the action.  In the following section,
the areas of applicability of cryptography and its variants
have been explained. The amount of distinction among all
the variants of cryptography is less because the entity in all
the algorithms is information that needs to be secured
Basic parts of cryptography process
1. Plaintext
2. Cipher text
3. Algorithm of cryptography
4. Key
1. Plaintext: - the plaintext means unscrambled
information to be transmitted.it is could be a simple text
document, credit card number, a password, a bank account
number, or sensitive information such as payroll data,
personnel information, or a secret formula being transmitted
b/w organizations.
In cryptography, plaintext is information a sender wishes to
transmit to a receiver. Clear text is often used as a synonym.
Example
 Messages (E-Mail messages)
 document content such as word processor and
spreadsheet files
 audio and video files, digital photographs and any other
multimedia
 files containing other files such as Zip files or ISO
images
 ATM, credit card and other banking information
 sensor data
 any other data that a person wishes to keep private
2. Cipher text: - In cryptography, if we perform
encryption on plaintext we get cipher text. For this we have
to take the help of an algorithm, called a cipher.Cipher text
is also known as encrypted or encoded information because
it contains a form of the original plaintext which cannot be
read by a human or computer without the proper cipher to
decrypt it. Decryption is just the opposite process of
encryption. In decryption we convert cipher text into
readable plaintext.
Represents plain text rendered unintelligible by the
application of a mathematical algorithm. It is the cipher text
which is actually transmitted to the receiver.
Example of Plain text & Cipher Text using RSA(Rivest-
Shamir-Adleman)
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3. Algorithm/cryptography algorithm:-
A mathematical formula is applied toscramble the plain text
to produce ciphertext. Converting plaintext to ciphertext
based on the cryptographic algorithm is called encryption
and reproducing the plain text back using the same
cryptographic algorithm is known as decryption.
Cryptographic Algorithms
There is a wide range of cryptographic algorithms in use.
The following are the most well known:
DES: - This is the 'Data Encryption Standard'. This is a
cipher that operates on 64-bit blocks of data, using a 56-bit
key. It is a 'private key' system. Developed by IBM
RSA: - RSA is a public-key system designed by Rivest,
Shamir, and Adleman.
HASH: - A 'hash algorithm' is used for computing a
condensed representation of a fixed length    message/file.
This is sometimes known as a 'message digest', or a
'fingerprint'.
MD5: - MD5(Message Digest) is a 128 bit message digest
function. It was developed by Ron Rivest.
AES: - This is the Advanced Encryption Standard (using the
Rijndael block cipher) approved by NIST.
SHA-1: - SHA-1(Secure Hash Algorithm) is a hashing
algorithm similar in structure to MD5, but producing a
digest of 160 bits (20 bytes).Because of the large digest size,
it is less likely that two different messages will have the
same SHA-1 message digest. For this reason SHA-1 is
recommended in preference to MD5.
HMAC: - HMAC(Hashed Message Authentication Code) is
a hashing method that uses a key in conjunction with an
algorithm such as MD5 or SHA-1. Thus one can refer to
HMAC-MD5 and HMAC-SHA1.
4. Key:-In cryptography, a key is a piece of
information (a parameter) that determines the functional
output of a cryptographic algorithm or cipher. Without a
key, the algorithm would produce no useful result.
In encryption, a key specifies the particular transformation
of plaintext into ciphertext, or vice versa during decryption.
Keys are also used in other cryptographic algorithms, such
as digital signature schemes and message authentication
codes.
The key must be at least as long as the message. In
encryption systems that use a cipher algorithm, messages
can be much longer than the key. The key must, however, be
long enough so that an attacker cannot try all possible
combinations.
The key is the only way to decipher the scrambled
information. A mathematical value, formula, or process that
determines how a plaintext message is encrypted or
decrypted.
There are three main forms of crypto system:
1. Symmetric encryption(Secret Key)
2. Asymmetric encryption(Public key)
3. Hash function(no key used)
GRAPHICAL REPRESENTATION OF
CRYPTOGRAPHY  TYPE
Symmetric Encryption: - Here the same key is used to
encrypt and decrypt the message.In this encryption system,
the sender and receiver of a message share a single,
common key that is used both to encrypt and decrypt the
original message. Symmetric-key systems are simpler and
the speed is much more. However they have a major
drawback: the two parties must somehow exchange the key
in an environment which is secure. Public-key encryption
avoids this problem because the public key can be shared in
a non-secure way, and the private key is not transmitted at
all.
Symmetric-key cryptography is sometimes called secret-key
cryptography. The most popular symmetric-key system is
the Data Encryption Standard (DES).
Symmetric encryption is the most old and most popular
method. A secret key(a number, a word, or just a string of
random letters) is applied to the text of a message to change
the content in a definite way. The full process can be as
simple as shifting each letter by a number of places in the
alphabet.
Asymmetric encryption: - Public-key cryptography, also
known asasymmetric cryptography, is a class of
cryptographic algorithms which needs two separate keys,
one secret (or private) and the other public. The two parts of
this key pair are mathematically linked,but they themselves
are different
Public Key: - The public key is used to encrypt plaintext or
to verify a digital signature
Private Key: - The private key is used to
decrypt ciphertext or to create a digital signature.
In an asymmetric key encryption scheme, the messages can
be encrypted using the public key, but only the possessor of
the paired private key can decrypt. Security is based on the
secrecy of the private key.
There are two main uses of public-key cryptography:
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 Public-key encryption is that in which a message is
encrypted with a recipient's public key. The message
cannot be decrypted by a person who does not have the
matching private key. That particular person may be the
owner of that key and the person associated with the
public key. This is used in an attempt to
ensure confidentiality and privacy.
 Digital signatures, in which a message is signed with
the sender's private key and can be verified by a person
who has access to the sender's public key. This shows
that the sender possess access to the private key, and
therefore is the person associated with the public key.
This also ensures that nobody has changed anything in
the message, as any tampering of the message will
result in changes to the encoded message digest, which
otherwise remains same between the sender and
receiver.
Hash Function: -Hash functions, also called message
digests or one-way encryption, have no key. A fixed-length
hash value is computed based on the plaintext.
The majorpurpose of hash functions in cryptography is
message integrity. The hash value affords a digital
fingerprint of a message's contents, which ensures that the
message has not been changed by an intruder, virus, or by
other means.
djb2 is one of the best string hash functions known. It has
excellent distribution and speed on many different sets of
keys and table sizes.
djb2: this algorithm (k=33) was first reported by
danbernstein many years ago in comp.lang.c. another
version of this algorithm (now favored by bernstein) uses
xor: hash(i) = hash(i - 1) * 33 ^ str[i]; the magic of number
33 (why it works better than many other constants, prime or
not) has never been adequately explained.
unsigned long
hash(unsigned char *str)
{
unsigned long hash = 5381;
int c;
while (c = *str++)
hash = ((hash << 5) + hash) + c; /* hash * 33 + c
*/
return hash;
}
Sdbm: this algorithm was created for sdbm (a public-
domain reimplementation of ndbm) database library. it was
found to do well in scrambling bits, causing better
distribution of the keys and fewer splits. it also happens to
be a good general hashing function with good distribution.
the actual function is hash(i) = hash(i - 1) * 65599 +
str[i]; what is included below is the faster version used in
gawk. [there is even a faster, duff-device version] the magic
constant 65599 was picked out of thin air while
experimenting with different constants, and turns out to be a
prime. this is one of the algorithms used in berkeleydb
(see sleepycat) and elsewhere.
static unsigned long
sdbm(str)
unsigned char *str;
{
unsigned long hash = 0;
int c;
while (c = *str++)
hash = c + (hash << 6) + (hash << 16) - hash;
return hash;
}
Loselose:This hash function appeared in K&R (1st ed) but
at least the reader was warned: "This is not the best possible
algorithm, but it has the merit of extreme simplicity." This is
an understatement; It is a terriblehashing algorithm, and it
could have been much better without sacrificing its "extreme
simplicity." [see the second edition!] Many C programmers
use this function without actually testing it, or checking
something like Knuth's Sorting and Searching, so it stuck. It
is now found mixed with otherwise respectable code, eg.
cnews. sigh.
unsigned long
hash(unsigned char *str)
{
unsignedint hash = 0;
int c;
while (c = *str++)
hash += c;
return hash;
}
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